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Annotatsiya: Ushbu maqolada SHAP (SHapley Additive exPlanations) texnologiyasi
yordamida DDoS hujumlarini aniglash modelini optimallashtirish usuli tagdim etiladi. Uchta xalgaro
benchmark dataset (CIC-DD0S2019, UNSW-NB15, Network Intrusion) ustida o'tkazilgan tajribalar
shuni ko'rsatdiki, SHAP asosida tanlangan 10 ta belgi bilan o'gitilgan model to'liq belgilar to'plamiga
nisbatan CIC-DD0S2019 da +0.82%, UNSW-NB15 da +2.04% yugori aniqlik ko'rsatdi. Belgilar soni
esa 74-87% ga qisqardi. Natijalar SHAP texnologiyasining DDoS aniglash tizimlarida samarali
feature selection usuli sifatida go'llanilishi mumkinligini isbotlaydi.

Kalit so'zlar: DDoS hujumlari, SHAP, feature selection, Random Forest, tarmoq xavfsizligi,
model optimallashtirish, explainable Al.

Abstract: This paper presents a method for optimizing a DDoS attack detection model using
SHAP (Shapley Additive exPlanations) technology. Experiments conducted on three international
benchmark datasets (CIC-DD0S2019, UNSW-NB15, and Network Intrusion) demonstrated that a
model trained with 10 SHAP-selected features achieved higher accuracy compared to the full feature
set — by +0.82% on CIC-DD0S2019 and +2.04% on UNSW-NB15. The number of features was
reduced by 74-87%. The results confirm that SHAP technology can be effectively applied as a feature
selection method in DDoS detection systems.
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1. KIRISH

DDoS (Distributed Denial of Service) hujumlari zamonaviy tarmoq xavfsizligining eng dolzarb
muammolaridan biri bo'lib, ulardan yetkazilgan global zarar yildan yilga ortib bormogda. Mashinali

o'qitish algoritmlariga asoslangan aniglash tizimlari keng qo'llanilmogda, ammo ko'plab
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tadgiqotlarda modellar yuzlab belgilar (features) asosida o'gitiladi. Bu esa hisoblash resurslarini ko'p
talab giladi va real vaqt tizimlarida samaradorlikni pasaytiradi [1].

Ushbu muammoni hal gilish uchun SHAP (SHapley Additive exPlanations) texnologiyasi
asosida belgilarni tanlash va modelni optimallashtirish usuli taklif etiladi. SHAP — har bir belgining
model garoriga ganday ta'sir ko'rsatishini miqdoriy baholaydigan matematik asbob bo'lib, u o0'yin
nazariyasidagi Shapley giymatlari asosida ishlaydi [2]. Ushbu yondashuv nafagat modelning
interpretatsiyasini ta'minlaydi, balki ortigcha va shovqinli belgilarni samarali filtrlash imkonini
beradi.

2. METODOLOGIYA

Tadgigotda uchta xalgaro benchmark dataset ishlatilgan: CIC-DD0S2019 (431,371 qator, 18
turdagi DDoS hujumlari), UNSW-NB15 (257,673 qator, 7 turdagi tarmoq hujumlari) va Network
Intrusion/CIC-1DS2017 (844,000+ gator, DDoS va normal traffic). Ma'lumotlar tozalanib, har bir
klass uchun muvozanatlashtirilgan namuna olindi.

Metodologiya ikki bosgichdan iborat. Birinchi bosgichda Random Forest modeli to'lig belgilar
to'plami bilan o'gitildi. Ikkinchi bosgichda SHAP TreeExplainer yordamida har bir belgining o'rtacha
mutlag SHAP giymati hisoblanib, eng yuqori 10 ta belgi ajratib olindi. So'ngra model fagat shu 10 ta
belgi bilan gayta o'qitildi va natijalar tagqoslandi (1-jadval).

5-jadval.
SHAP optimallashtirish natijalari
Dataset To'lig belgilar | Top 10 belgilar | Qisqgarish Accuracy farqi

CIC-DD0S2019 77 10 87.0% +0.82%

UNSW-NB15 39 10 74.4% +2.04%
Network

) 77 10 87.0% 0.00%
Intrusion

3. SHAP TAHLILI — TOP 10 BELGILAR

SHAP tahlili natijasida uchta dataset uchun aniglangan eng muhim belgilar 2-jadvalda
keltirilgan. Tadgiqot shuni ko'rsatdiki, Packet Length Mean, Fwd_Packet Length Min va
Fwd_Packet _Length_Max belgilari bir necha datasetda takroran muhim sifatida aniglandi — bu

ularning DDoS hujumlarini aniglashda universal ahamiyatga ega ekanligini tasdiglaydi.
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6-jadval.

SHAP asosida top 10 belgilar tagqoslamasi

O'rin CIC-DD0S2019 UNSW-NB15 Network Intrusion
1 Flow_Bytes/s sbytes Init_Win_bytes_backward
2 Packet_Length_Min smean min_seg_size forward
3 Fwd_Packet_Length_Min ct_dst_src_Itm Packet_Length_Mean
4 Avg_Fwd_Segment_Size ct_srv_dst Fwd_Packet_Length_Max
5 Avg_Packet_Size sttl Bwd_Packet_Length_Std
6 Packet_Length_Max ct_srv_src Average Packet_Size
7 Packet_Length_Mean dbytes Packet_Length_Std
8 Fwd_Packet_Length_Max dmean Max_Packet_Length
9 Fwd_Packet_Length_Mean sloss Fwd_Packet_Length_Min
10 Fwd_Seg_Size Min ct_src_Itm Packet_Length_Variance

Eng muhim belgilarning tarmoq xavfsizligi nugtai nazaridan talgini: Flow_Bytes/s — DDoS
hujumi paytida keskin oshadi, chunki tajovuzkorlar serverga katta hajmdagi paketlar yuboradi;
Packet_Length_Min — UDP Flood va SYN Flood hujumlarida juda kichik paketlar ko'p migdorda
yuboriladi; Init_ Win_bytes backward — SYN Flood hujumida server ko'plab yarimta TCP

ulanishlarini ochishga majbur bo'ladi va bu belgi anormal giymatlarga ega bo'ladi.

4. NATIJALAR VA MUHOKAMA

Tajriba natijalari SHAP texnologiyasining samaradorligini anig ko'rsatdi. CIC-DD0S2019
datasetida belgilar soni 77 tadan 10 taga gisqartirildi (87.0% qgisqgarish), biroq accuracy 91.49% dan
92.31% ga oshdi (+0.82%). UNSW-NB15 datasetida belgilar 39 tadan 10 taga tushirildi (74.4%
gisgarish), accuracy esa 74.98% dan 77.02% ga ko'tarildi (+2.04%). Network Intrusion datasetida
accuracy 99.80% darajasida o0'zgarishsiz goldi.

Bu natijaning ilmiy izohi quyidagicha: to'liq belgilar to'plamida korrelyatsiyalangan va
shovginli belgilar mavjud bo'lib, ular modelning garor gabul gilish jarayoniga salbiy ta'sir ko'rsatadi.
SHAP yordamida bu ortigcha belgilar olib tashlanishi modeldagi shovgin ta'sirini kamaytiradi va
umumlashtirish gobiliyatini oshiradi. Shuningdek, belgilar sonining 74-87% ga gisqarishi hisoblash

resurslarini tejash va real vaqt tizimlarida tezkor ishlash imkoniyatini beradi.
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5-fold cross-validation natijalari (RF: 91.65% =+ 0.12%, 99.89% = 0.04%) modelning
bargarorligini tasdiglaydi. ROC-AUC ko'rsatkichlari 0.9477 dan 1.0000 gacha bo'lgan oraliqda gayd

etildi, bu esa modelning yuqori ajratish qobiliyatiga ega ekanligini bildiradi.

XULOSA

Ushbu tadgiqotda SHAP texnologiyasi asosida DDoS hujumlarini aniglash modelini
optimallashtirish usuli taklif etildi va uchta xalgaro benchmark datasetida eksperimental sinovdan
o'tkazildi. Asosiy xulosalar quyidagilardan iborat:

1. SHAP asosida tanlangan 10 ta belgi bilan o'gitilgan model to'liq belgilar to'plamidan yugori
yoki teng aniglikni ko'rsatdi — CI1C-DD0S2019 da +0.82%, UNSW-NB15 da +2.04% oshdi;

2. Belgilar soni 74-87% ga qgisqartirilishi hisoblash samaradorligini sezilarli oshiradi va real
vaqt DDoS aniglash tizimlarida go'llash imkoniyatini kengaytiradi;

3. Packet_Length_Mean, Fwd_Packet Length Min va Fwd_Packet_Length_Max belgilari
uchta xil datasetda ham muhim sifatida aniglandi — bu ularning DDoS aniglashda universal
ahamiyatga ega ekanligini isbotlaydi;

4. SHAP texnologiyasi mashinali o'gitish modellarini interpretatsiya qilish bilan birga,

samarali feature selection usuli sifatida ham go'llanilishi mumkin.
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