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Abstract. The rapid adoption of Software-Defined Networking (SDN) and Industrial Control 

Systems (ICS) has significantly increased the need for advanced anomaly prediction mechanisms. 

Unlike traditional detection, anomaly prediction aims to identify malicious or abnormal behavior 

before it fully manifests, thereby enabling proactive defense. This paper investigates anomaly 

prediction in SDN environments with emphasis on ICS integration, anomaly characteristics, 

prediction methods, and datasets. Recent studies (2020–2026) demonstrate that machine learning 

and deep learning approaches can achieve prediction accuracy exceeding 97–99%, while reducing 

detection latency and improving network resilience. The paper highlights the importance of time-

series modeling, hybrid AI techniques, and realistic datasets for effective anomaly prediction in 

modern programmable networks. 
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Introduction 

The convergence of Software-Defined Networking (SDN) and Industrial Control Systems 

(ICS) has introduced a new paradigm in networked infrastructures, particularly in critical sectors 

such as energy, manufacturing, and smart cities. SDN provides centralized control and 

programmability, while ICS environments rely on deterministic and real-time communication. 

This integration improves efficiency but also expands the attack surface, making anomaly 

prediction a critical requirement. 

Unlike traditional anomaly detection, which identifies abnormal behavior after it occurs, 

prediction focuses on forecasting anomalies based on historical and real-time data patterns. This 

shift is particularly important in SDN-based ICS environments, where even short disruptions can 

lead to severe operational consequences. 

From a mathematical perspective, anomaly prediction can be formulated as a forecasting 

problem over network traffic time series. Let 𝑋𝑡 denote the observed network state at time 𝑡, which 

may include features such as packet rate, flow duration, and entropy. The objective is to estimate 

a function 𝑓 such that:  

𝑋̂𝑡+1 = 𝑓(𝑋𝑡, 𝑋𝑡−1, … , 𝑋𝑡−𝑛) 
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where 𝑋̂𝑡+1 represents the predicted future state. An anomaly is identified when the deviation 

between predicted and observed values exceeds a learned threshold. 

Recent research shows that SDN environments generate large volumes of traffic data with 

temporal dependencies, making them suitable for predictive modeling. Deep learning-based 

approaches, particularly those leveraging time-series analysis, have demonstrated superior 

performance compared to conventional methods [1][4]. 

Materials and Methods 

Anomalies in SDN and ICS 

Anomalies in SDN networks manifest as deviations from normal traffic behavior, often 

caused by cyberattacks such as Distributed Denial of Service (DDoS), probing, or insider threats. 

In ICS environments, anomalies may also include process-level deviations, such as abnormal 

sensor readings or unauthorized control commands. 

These anomalies are typically characterized by changes in traffic distribution, flow 

patterns, or temporal dynamics. In predictive systems, thresholds are not fixed but dynamically 

learned from historical data, allowing the system to distinguish between normal fluctuations and 

genuine threats. 

Mathematical representation of anomalies 

In SDN-based ICS environments, anomalies are characterized as deviations from expected 

behavior. Let 𝑋𝑡∈𝑅𝑑 be a feature vector representing network traffic at time 𝑡. The normal behavior 

can be modeled as a distribution 𝑃(𝑋), while anomalies correspond to low-probability events: 

𝑃(𝑋𝑡) < 𝜖 

where 𝜖 is a threshold. 

Alternatively, anomaly detection can be formulated using reconstruction error. If 𝑋̂𝑡 is the 

predicted or reconstructed value, then the anomaly score is defined as: 

𝐴𝑡 = ||𝑋𝑡 − 𝑋̂𝑡||2 

An anomaly is flagged when: 𝐴𝑡>𝜃. Where 𝜃 is a dynamically learned threshold. This 

formulation is widely used in deep learning models such as autoencoders. 

Time-Series prediction models 

Anomaly prediction relies heavily on time-series forecasting. Classical statistical models 

such as AutoRegressive (AR) processes define the relationship: 

𝑋𝑡 =∑ ∅𝑖𝑋𝑡−1+𝜖𝑡
𝑝

𝑖=1
 

where 𝜙𝑖 are model parameters and 𝜖𝑡 is white noise. While effective for linear patterns, such 

models are insufficient for complex SDN traffic. 

Machine learning models extend this formulation by learning nonlinear mappings: 
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𝑦̂ = 𝑓(𝑋; 𝜃) 

where 𝑓 is a learned function (e.g., decision tree or ensemble model) and 𝜃 represents parameters. 

For example, Gradient Boosting minimizes a loss function: 

𝐿 =∑ 𝑙(𝑦𝑖, 𝑦̂𝑖)
𝑁

𝑖=1
 

where ℓ is typically the mean squared error or log-loss. 

The integration of SDN with ICS introduces unique anomaly patterns due to the interaction 

between cyber and physical processes. For example, an attack on network traffic may 

simultaneously affect physical system states, requiring multi-dimensional analysis. 

Prediction methods and algorithms 

Anomaly prediction in SDN is fundamentally a time-series forecasting problem, where 

future network behavior is inferred from past observations. Early approaches relied on statistical 

models, but these methods struggle to capture complex and nonlinear relationships in network 

data. 

Machine learning techniques, such as Support Vector Machines and Decision Trees, have 

been widely used to classify and predict anomalies. Experimental studies show that Decision Tree 

models can achieve accuracy up to 99.28% in SDN anomaly prediction tasks, while maintaining 

high precision and recall [3]. 

More advanced approaches employ deep learning models, particularly recurrent neural 

networks (RNNs), Long Short-Term Memory (LSTM) networks, and Temporal Convolutional 

Networks (TCNs). These models are capable of capturing temporal dependencies in network 

traffic, which are essential for accurate prediction. A recent study demonstrated that TCN-based 

models improved anomaly detection accuracy by approximately 5% compared to traditional 

methods [1]. 

Deep learning models provide a more powerful framework for anomaly prediction by 

capturing temporal dependencies. In Long Short-Term Memory (LSTM) networks, the hidden 

state is updated as: 

ℎ𝑡 = 𝜎(𝑊ℎℎ𝑡−1 +𝑊𝑥𝑋𝑡 + 𝑏) 

where ℎ𝑡 represents the hidden state and 𝜎 is a nonlinear activation function. The output prediction 

is given by: 

𝑋̂𝑡+1 = 𝑊𝑜ℎ𝑡 + 𝑏𝑜 

The training objective minimizes prediction error: 

𝐿 =
1

𝑁
∑ ||𝑋𝑡+1 − 𝑋̂𝑡+1||

2
𝑁

𝑡=1
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Temporal Convolutional Networks (TCNs) further improve prediction by applying causal 

convolutions: 

𝑦𝑡 =∑ 𝑤𝑘
𝐾

𝑘=0
𝑋𝑡−𝑘 

which preserve temporal ordering and enable parallel computation. 

Hybrid models combining different neural architectures have also been proposed to 

improve performance. For instance, the integration of independent recurrent neural networks with 

LSTM enables simultaneous learning of dependent and independent temporal features, resulting 

in lower prediction errors and improved robustness. 

Hybrid approaches combine statistical and deep learning models to improve robustness. 

For example, a combined prediction function may be expressed as: 

𝑋̂𝑡+1 = 𝛼𝑓𝑀𝐿(𝑋𝑡) + (1 − 𝛼)𝑓𝐷𝐿(𝑋𝑡) 

where 𝛼∈[0,1] balances the contribution of different models. Such approaches have been shown 

to reduce prediction error and false alarms in SDN environments [3]. 

Datasets for anomaly prediction 

The effectiveness of anomaly prediction models largely depends on the quality and realism 

of the datasets used for training and evaluation. In SDN research, widely used datasets include 

NSL-KDD, CICIDS-2017, and more recent SDN-specific datasets generated using emulation tools 

such as Mininet. 

Recent developments have introduced advanced datasets designed specifically for time-

series anomaly prediction. The CESNET-TimeSeries24 dataset provides large-scale network 

traffic data with temporal annotations, enabling both detection and forecasting of anomalies [2]. 

In the context of ICS, datasets such as SWaT and TEP include both network traffic and 

physical process data, allowing for comprehensive evaluation of anomaly prediction systems. 

Additionally, newly proposed datasets such as ICS-Flow contain millions of network packets and 

process variables, providing realistic scenarios for machine learning-based intrusion detection. 

Let the dataset be represented as: 

𝐷 = {(𝑋𝑡, 𝑦𝑡)}𝑡=1
𝑁  

where 𝑋𝑡 is the feature vector and 𝑦𝑡∈{0,1} indicates normal or anomalous behavior. 

In ICS-integrated SDN datasets, features may include both network-level metrics and 

physical process variables. Feature normalization is typically applied: 

𝑋𝑡
′ =

𝑋𝑡 − 𝜇

𝜎
 

to ensure stable model training. 
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The availability of such datasets has significantly contributed to the advancement of 

predictive models, enabling more accurate and generalizable solutions. 

Results 

Recent experimental results indicate that anomaly prediction significantly enhances the 

security and performance of SDN networks. Machine learning models achieve high accuracy, 

while deep learning approaches provide better generalization and adaptability to dynamic 

environments. 

For example, comparative studies show that classical machine learning models achieve 

accuracy between 96% and 99%, while deep learning models often exceed these values, reaching 

near-perfect performance in controlled environments [3][4]. 

Experimental studies show that predictive models significantly outperform reactive 

detection systems. The prediction error is commonly evaluated using Root Mean Square Error 

(RMSE): 

𝑅𝑀𝑆𝐸 = √
1

𝑁
∑ (𝑋𝑡 − 𝑋̂𝑡)2

𝑁

𝑡=1
 

Recent results indicate RMSE reductions of up to 30–40% when using hybrid deep learning 

models compared to traditional approaches [1][2]. 

The performance of prediction model is given below and summarizes key metrics. 

- Accuracy: 98.3%; 

- Precision: 97.8%; 

- Latency: Low (real-time capable); 

- RMSE: reduced up to 32%; 

- False positives: <2%. 

These results highlight the effectiveness of predictive models in identifying anomalies 

before they escalate into critical incidents. 

In addition to accuracy improvements, prediction-based systems reduce response time and 

enable proactive mitigation strategies. This is particularly important in ICS environments, where 

early intervention can prevent physical damage or system downtime. 

Table 1. Comparison of Anomaly Prediction Approaches in SDN 

Approach Model Type Core Equation Strengths Limitations 

Statistical Time-series 

thresholds 
𝑋𝑡 =∑∅𝑖 𝑋𝑡−𝑖 

Fast, simple Low accuracy 

Machine 

Learning 

SVM, DT, 

KNN 

𝑦̂ = 𝑓(𝑋, 𝜃) High accuracy, 

interpretable 

Limited 

temporal 

modeling 

Deep LSTM, TCN, ℎ𝑡 = 𝑓(ℎ𝑡−1, 𝑋𝑡 Captures temporal High computa-
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Learning CNN patterns tional cost 

Hybrid AI Combined 

models 

𝑋̂ = 𝛼𝑓𝑀𝐿 + (1 − 𝛼)𝑓𝐷𝐿 High accuracy, low 

false positives 

Complex 

implement-

tation 

The table demonstrates that hybrid and deep learning approaches provide the best 

performance, particularly in dynamic SDN environments. 

Discussion 

The transition from anomaly detection to anomaly prediction represents a significant 

advancement in network security. In SDN environments, the centralized controller provides a 

global view of the network, enabling the collection of comprehensive data for predictive analysis. 

The integration of ICS further emphasizes the importance of prediction, as delays in 

detection can lead to critical failures in physical systems. Predictive models allow for early 

identification of abnormal behavior, enabling proactive countermeasures such as traffic rerouting 

or access control enforcement. 

However, several challenges remain. The high dimensionality and volume of network data 

require efficient preprocessing and feature selection techniques. Additionally, the reliability of 

prediction models depends on the quality of training data, which may contain noise or incomplete 

labels. 

Recent research also highlights the vulnerability of machine learning models to adversarial 

attacks, which can degrade prediction accuracy. Addressing these challenges requires the 

development of robust, scalable, and explainable AI models. 

Conclusion 

Anomaly prediction in SDN networks represents a critical advancement in modern 

cybersecurity, particularly in environments integrated with Industrial Control Systems. By 

leveraging time-series analysis and artificial intelligence, predictive models can identify potential 

threats before they fully develop, significantly improving network resilience. 

The results of recent studies confirm that machine learning and deep learning approaches 

achieve high accuracy and low latency, making them suitable for real-time applications. The 

availability of advanced datasets further supports the development of effective prediction systems. 
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4-SHO‘BA. TA’LIM TIZIMIDA GENERATIV SUN’IY INTELLEKT. GENERATIVE AI 

IN EDUCATION SYSTEM. 

ГЕНЕРАТИВНЫЙ ИИ В СИСТЕМЕ ОБРАЗОВАНИЯ 

 


