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Abstract. Real-time artificial intelligence (Al) systems in cyber-physical and Internet-of-
Things (IoT) environments face critical challenges due to fragmentation across sensing,
computing, and networking layers. While advances in AloT, edge intelligence, and distributed
learning improve individual components, they lack coordinated system-level control. This paper
introduces governance-as-code as a unifying paradigm that embeds executable policies directly
into runtime, enabling continuous monitoring, adaptive decision-making, and cross-layer
coordination. A unified taxonomy and policy-driven framework are proposed to improve
reliability, scalability, and adaptability of real-time Al systems.
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1. Introduction

Real-time artificial intelligence (Al) systems are increasingly deployed in cyber-physical and
Internet-of-Things (IoT) environments, where sensing, computation, and communication must
operate under strict latency, reliability, and resource constraints. Applications such as autonomous
transportation, smart grids, and industrial automation require continuous coordination across
distributed components in dynamic environments. Recent advances in AloT and edge intelligence
enable scalable Al services [1-6], while distributed learning improves decentralized intelligence
[7-9].

However, existing systems remain fragmented across sensing, computing, and networking
layers, limiting system-level optimization. Increasing sensing quality improves accuracy but
increases computational and communication costs, while dynamic network conditions affect
inference placement and responsiveness [10-13].

In addition, traditional Al governance approaches rely on static mechanisms such as auditing
and compliance [14—16], which are insufficient for real-time adaptive systems. To address these
challenges, this work introduces governance-as-code, embedding policies directly into system
runtime for adaptive and coordinated control.

2. Cross-Layer Architecture
Real-time artificial intelligence (AI) systems are structured as a set of tightly coupled
layers, including sensing, computing, networking, and application components, which collectively
enable end-to-end system functionality. The sensing layer is responsible for acquiring data from
physical environments through IoT devices and heterogeneous sensors [1,20]. The computing
layer processes this data using edge and cloud-based Al models, balancing latency, accuracy, and
resource constraints [4—6]. The networking layer facilitates communication and coordination
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across distributed components, leveraging advanced technologies such as 5G and emerging 6G
infrastructures [10-11]. At the highest level, the application layer defines system objectives,
requirements, and operational constraints, which directly influence the behavior of lower layers
[12-13].

These layers are not independent; instead, they exhibit strong interdependencies that
significantly affect overall system performance. For instance, increasing sensing resolution
enhances data quality but also increases computational load and communication overhead, while
network conditions directly influence computation placement and system responsiveness.
Application-level requirements further propagate constraints across all layers, requiring
coordinated adaptation to meet performance targets.

As aresult, optimizing each layer in isolation leads to inefficiencies and suboptimal system
behavior. Real-time Al systems require a unified cross-layer approach in which sensing,
computation, and communication are jointly optimized under dynamic conditions. This motivates
the need for coordinated control mechanisms capable of managing interactions across layers.
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Figure 1. Cross-layer architecture of real-time Al systems showing sensing, computing,
networking, and application layers with governance-as-code enabling coordinated control.

The figure illustrates the interaction between sensing, computing, networking, and application
layers, highlighting their interdependencies and the flow of data and control signals across the

system.
Table 1. Cross-layer components and their functions.
Layer Description Key Functions Challenges
Collects data from . ) Data noise, energy
. . . Data acquisition, signal )
Sensing physical environments ) : constraints, trade-off
s . processing, multimodal
Layer using loT devices and : between accuracy and
sensing .
Sensors efficiency
Processes data using Inference, model .
. . .. ) Limited resources at
Computing | edge computing, cloud | training, task allocation,
o edge, latency vs
Layer Al, and distributed edge-cloud
. . accuracy trade-off
learning collaboration
Networking Enables Data transmission, Network variability,
Layer communication bandwidth congestion, reliability
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architecture

between distributed management, latency issues
components via 5SG/6G optimization
technologies
Decision-making,
.. Defines system goals . . Heterogeneous
Application . . service delivery, ) .
and domain-specific requirements, real-time
Layer ) system-level .
requirements L constraints
optimization
Cross-layer control Monitoring, polic ) )
) Y } &P .y Policy design, real-
Governance | mechanism based on evaluation, adaptive )
. . time enforcement,
Layer policy-driven control, system

coordination

scalability

The table summarizes the roles, characteristics, and interactions of each layer, emphasizing
the importance of integrated system design.

3. Governance-as-Code Framework

To address the limitations of fragmented real-time Al systems, we propose a governance-as-
code framework based on a two-plane architecture that separates system execution from
governance logic. This architecture consists of a data plane and a control plane, which together
enable coordinated and adaptive system behavior under dynamic conditions.

The data plane encapsulates the core functional components of the system, including sensing,
computing, networking, and application layers. These layers are responsible for data acquisition,
processing, communication, and service delivery, forming the operational backbone of real-time
Al systems. However, while the data plane provides essential functionality, it does not inherently
ensure coordinated behavior across layers.

In contrast, the control plane introduces governance as an intrinsic part of system operation.
It incorporates monitoring mechanisms, a policy engine, and adaptation modules that continuously
observe system state, evaluate predefined policies, and enforce coordinated actions across layers.
This enables real-time decision-making based on system conditions such as latency, workload, and
resource utilization.
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Figure 2. Two-plane governance-as-code architecture showing interaction between data plane
(execution) and control plane (policy-driven control) in real-time Al systems.
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The interaction between the data plane and control plane forms a closed-loop control process.
In this loop, the system continuously monitors its operational state, evaluates policies against
current conditions, and applies adaptive actions to maintain optimal performance. Unlike
traditional static systems, this approach allows dynamic reconfiguration of system behavior in
response to environmental changes.

For example, when network latency increases, the system can dynamically shift computation
from cloud to edge nodes while simultaneously reducing sensing resolution to decrease data
transmission overhead. Such coordinated actions demonstrate the effectiveness of policy-driven
control in maintaining system efficiency and responsiveness.

The figure illustrates the interaction between the data plane and control plane, highlighting
the closed-loop process of monitoring, policy evaluation, and adaptive control across system
layers.

To further clarify the functional roles of each component, a structured comparison is provided.

Table 2. Data plane vs Control plane comparison.
Control Plane (Governance-as-

Aspect Data Plane
P Code)
. Governs and controls system
Primary Role | Executes core system functions . Y
behavior
Sensing, Computing, Monitoring, Policy Engine,
Components g P . g . 8 Y Ene
Networking, Application Adaptation, Control Modules
Data acquisition, processin Policy evaluation, decision-
Functionality AU P! ne o .
communication, service delivery making, system coordination
Operation ) ) .. .
P Execution-oriented Decision and control-oriented
Type
Limited, mostly static or pre- Dynamic and adaptive based on
Adaptability Y P Y . P .
configured runtime conditions
. Global (cross-layer system-wide
Awareness Local (layer-specific) ( yersy

view)

Explicit, policy-driven and

Control Logic | Embedded within components externally defined

Interaction ) Coordinated, cross-layer
Sequential or loosely coupled . .
Style interaction
R t . . . .
esponse 1o Reactive and delayed Proactive and real-time adaptive
Change
Scalable vi dul li
Scalability Limited by resource constraints calablt via moduiar potiey
updates
High licit and auditabl
Transparency Low (implicit behavior) igh (exp ICI. e'm auciable
policies)

The table summarizes the responsibilities, key functions, and interactions of the data and
control planes, emphasizing the importance of separating execution from governance logic.

4. Research Challenges
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Despite significant advances in real-time artificial intelligence (AI) systems, existing
approaches remain constrained by several fundamental limitations that hinder their effectiveness
in dynamic and distributed environments. One of the primary challenges is the lack of cross-layer
coordination, as most current systems optimize sensing, computing, and networking components
independently without considering their strong interdependencies. This results in fragmented
system behavior, where improvements in one layer may negatively impact overall performance.

Another critical limitation lies in the limited adaptability of current systems under dynamic
conditions. Real-time Al applications operate in environments characterized by fluctuating
workloads, varying network conditions, and changing resource availability. However, many
existing solutions rely on static configurations or predefined assumptions, which restrict their
ability to respond effectively to runtime changes.

In addition, there is a clear separation between governance mechanisms and system operation.
Traditional governance approaches focus on external processes such as auditing, compliance, and
post-hoc evaluation, rather than influencing system behavior during execution. This disconnect
prevents real-time enforcement of system-level constraints such as latency, reliability, and safety.

Furthermore, the absence of formal system-level models limits the ability to analyze and
optimize real-time Al systems holistically. Current research primarily focuses on component-level
improvements, lacking unified abstractions that capture cross-layer interactions and trade-offs.
This makes it difficult to design systems that simultaneously satisfy multiple objectives such as
performance, efficiency, and reliability.

Finally, existing systems lack policy-driven control mechanisms that enable flexible and
dynamic system adaptation. Without explicit policies guiding system behavior, control logic
remains embedded within individual components, reducing transparency, flexibility, and

scalability.
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Figure 3. Illustration of key research gaps in real-time Al systems, highlighting the lack of
cross-layer coordination, adaptability, and policy-driven control.

The figure highlights key limitations across sensing, computing, networking, and governance
dimensions, emphasizing the need for coordinated and policy-driven system design.

Collectively, these challenges demonstrate that current limitations are structural rather than
incremental. The proposed governance-as-code approach addresses these issues by embedding
governance directly into system runtime, enabling continuous monitoring, adaptive decision-
making, and coordinated cross-layer control.

5. Conclusion
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This paper introduced governance-as-code as a novel and unifying paradigm for real-time
artificial intelligence systems operating in dynamic and distributed environments. By integrating
governance mechanisms directly into runtime operation, the proposed approach transforms
traditional Al systems from static and fragmented pipelines into adaptive, policy-driven
infrastructures.

The presented framework enables continuous monitoring, policy evaluation, and coordinated
control across sensing, computing, networking, and application layers. This cross-layer integration
allows systems to dynamically respond to changing conditions while maintaining performance,
reliability, and efficiency.

Moreover, the proposed approach addresses key limitations of existing systems, including the
lack of coordination, limited adaptability, and the disconnection between governance and system
operation. By introducing executable policies as a central control mechanism, governance-as-code
provides a foundation for flexible, transparent, and scalable system design.

In conclusion, governance-as-code offers a promising direction for the development of next-
generation Al systems that are not only intelligent but also adaptive, reliable, and intrinsically
governed. This paradigm is particularly relevant for emerging applications in cyber-physical
systems, smart infrastructures, and safety-critical environments, where real-time performance and
trustworthy operation are essential.
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